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Good Governance Guide
A practical guide to categorising risk
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In order to better identify and manage risk, it is good 
governance for an organisation which plans to use a 
risk register as a tool to capture, analyse and monitor 
the risks which it has identified as part of its risk 
management framework, to classify those risks into 
separate categories (See Good Governance Guide: 
Developing a risk register).

When an organisation identifies its risks it often results 
in a long list, making it appear daunting to contemplate 
management of those risks. Grouping like risks into 
categories enables the organisation to better manage 
those risks — there may be commonality in how the 
organisation may guard against a number of risks and it 
makes sense to group those risks together. 

Grouping like risks into categories also:

• makes it easier to use the risk register

• helps identify or ‘flush out’ the risks that should be  
on the risk register

• enables an organisation to satisfy reporting 
requirements.

There are many different methods of categorising risks 
which will depend upon the size and complexity of the 
organisation, the sector in which it operates and its 
regulatory requirements. A small organisation may have 
a risk register containing the top 20 key business risks. 
A larger organisation may have a cascading set of linked 
risk registers at different levels of the organisation. 

Each organisation will need to decide how to classify 
and manage the risks which it has identified.

Although not intended as an exhaustive list (but rather 
as a starting point for investigation), a typical risk 
register may contain the following categories of risk:

Strategic risk
Strategic risks include a failure to identify the best 
strategies and objectives for the organisation, as well as 
failing to execute those strategies.

Operational risk
Inadequate or failed internal processes, people and 
systems can give rise to operational risks. Operational 
risk also includes external events that impact on those 
internal processes, people and systems.

Operational risk management is often a detailed activity 
undertaken by management, that cascades up to a 
single risk on the enterprise risk register provided to the 
Board to oversee the risk management system for the 
organisation.

Financial risk
Financial risks may include:

• Credit risk — the risk of financial loss where a 
customer fails to meet their financial obligations

• Market risk — the risk to profits from changes in 
market factors, such as foreign exchange rates, 
interest rates, commodity prices and share prices

• Liquidity risk — the risk of not meeting payment 
obligations

• The risk of preparing inaccurate and misleading 
accounts.

Legal and compliance risk
This category may include risks of under or over 
insuring, material contract risks and a general lack of 
understanding of the way laws and regulations apply to 
an organisation.

Cyber risk
Cyber risks include financial loss, disruption or damage 
to the reputation of an organisation resulting from 
failure of its information technology systems. This failure 
can be caused by hacking, denial of service, phishing, 
identity theft, data leakage, social media, viruses and 
information theft.
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People risk
People risks include human resources risk, work health 
and safety risk, and industrial relations risk.

Other issues regarding risk categories

The risks that affect an organisation do not operate in 
isolation and often impact on other risk areas. 

• Reputation risk Some organisations may have 
a separate category for reputation risk. Other 
organisations may identify and capture risks that 
result in damage to an organisation’s reputation in a 
number of different categories. For example, a failure 
to deliver services in a timely manner due to a lack of 
experienced staff may be classified as an operational 
risk and a human resources or people risk. It may also 
have a negative impact on an organisation’s good 
reputation. However an organisation classifies its 
reputation risk, consideration of this risk is important 
as it often has serious consequences for the 
organisation.

• Culture Regulators are increasingly focused on 
culture as a key area of risk which is central to 
governance and risk management. Poor culture is 
often seen as a driver of poor conduct that impacts a 
regulator’s approach to surveillance activities, audits, 
enforcement activities and penalties. The risk of an 
organisation having a poor culture of compliance can 
be separately categorised as a culture risk or included 
as a risk in other risk categories such as legal and 
Compliance. As is the case with reputation, many risks 
include an element of culture. 

Using a common language
Consideration should be given to finding a common 
language when classifying and categorising risk across 
the organisation. Adopting the same categories for 
risk throughout the risk framework including the risk 
appetite statement and risk tolerances will assist in the 
identification, analysis and monitoring of risk. 
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