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Course Outline 
In today’s world, everything is digital. Information and systems are increasingly becoming an 

organisation’s greatest asset, and their greatest threat. Security incidents can result in financial, legal 

and regulatory, reputational, and customer impacts. A very significant incident could mean the end of 

an organisation. Community expectations have changed, and organisations can no longer afford to 

overlook security management.   

This course explores:  

• Key information security management standards and frameworks. 

• The governance context: what directors, executives and risk professionals should know and 

if they don’t know, what they need to find out.  

• Technology security risk - an overview of the three levels of risk: technology governance, 

emerging technologies and global risks. 

• Case studies for discussion, providing practical insights on relevant security risk issues. 

• Cyber security – the elements of cyber security risk strategies. 

• Managing information security risk is ongoing because of continual changes in the 

environment, technology, and the motivations of threat actors. These need to be 

continuously monitored and adapted to maintain an acceptable level of risk and a balance 

between strategic and operational security. 

The aim of this course is to examine key areas of information security risk faced by organisations 

and to discuss the standards, guidelines, frameworks and methodologies available for their 

effective management.  

The key objectives are to: 

• understand key concepts in security risk 

• understand how to develop a governance framework for approaching more complex security 

risks 

• examine a ‘defence in depth’ approach to the management of current security risk 

challenges 

• form and express a view on steps that your organisation can take to develop security risk 

resilience. 
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Course Content 

1 Introduction 

1.1 Scope and context of this course 

1.2 What is the aim of this course? 

2 Information security risk 

2.1 Cyber Security Framework 

2.2 Identify 

2.3 Protect 

2.4 Detect 

2.5 Respond 

2.6 Recover 

2.7 Information Security Frameworks and Standards 

3 Governance imperatives 

3.1 The role of the board 

4 Risk identification and assessment 

4.1 Identification and assessment 

4.2 Assessing possible impacts 

4.3 Policy implications 

5 Threat event case studies 

5.1 Vogue magazine website hack 

5.2 ANU spearphising email 

5.3 Landmark white data breach 

5.4 Internet of Things (IoT) hack 

5.5 Threat events 

6 Technology security risk 

6.1 Key terminology 

6.2 Data security 

6.3 Cloud technology 

6.4 Cloud technology services and threats 

6.5 Technology governance 

6.6 Emerging technologies 

6.7 Global technology risk 
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7 Cyber security risk 

7.1 Cyber security strategy 

7.2 Cyber security mitigation 

8 Conclusion 

Appendices 

Reading 
 

 

 




