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Artificial Intelligence (AI) can be considered an emerging 
technology on the one hand, and a part of daily life 
on the other. AI is embedded in many devices and 
applications in active use in organisations today, yet 
there is a wide spectrum of understanding of the 
technology by IT professionals and non-IT users alike.   
Considerable opportunities exist to leverage AI in 
many different applications such as forecasting, image 
analysis, voice recognition and machine learning, but 
the technology comes with the possibilities of misuse, 
unintentional bias, data privacy and ethical concerns. 
Ethical behaviour is important for all organisations. 
It is therefore good governance for boards and 
senior management to demonstrate a commitment 
to the lawful, ethical and responsible use of AI in their 
organisation and the behaviour of their people in the 
deployment of AI.1

Types and use of AI 
The ethical and responsible use of AI is a growing 
concern for many organisations and their stakeholders.  
There are generally considered to be two types of AI 
technologies: 
• ‘Narrow AI’, refers to current AI systems, which carry 

out relatively simple tasks —such as searching the 
internet, navigating a vehicle or a ‘chatbot’ on a 
website. It also includes algorithmic systems that 
analyse data and develop specific solutions  

• ‘General AI’ involves AI that can accomplish complex 
reasoning tasks of a breadth and variety similar to 
humans.  

Automated decision-making 
AI in the form of robotic process automation is 
currently being used to automate mundane tasks while 
improving the consistency of outcomes. AI in the form 
of machine learning is improving decision-making, 
unlocking value hidden in data and finding patterns too 
complex for humans to detect. 

Given the increasing trend towards the use of AI and 
reliance on automated decision-making driven by AI, 
it is important to consider the human impact of these 
decisions and to ensure appropriate accountability 
and fairness. This is one of the reasons human rights 
organisations are actively engaged in the AI debate and 
the development of relevant ethical principles. 

AI ethics in context 
It is good governance for organisations to consider 
their ethical application of AI within the wider context of 
ethical behaviour of the staff and those responsible for 
the governance of an organisation.   
This may be articulated within existing documents 
such as codes of conduct, codes of ethics, statements 
of purpose or policies, or in specific AI or technology 
documents. 
AI can play an integral role in decision-making and 
therefore has the potential to give rise to ethical 
dilemmas and reputational issues which can be 
catastrophic to organisations, directors and officers.  
Given the volume and speed with which data can be 
analysed and processed there is also a need to ensure 
there is transparency and accountability in relation 
to processes and decisions made without human 
intervention.  

AI ethics principles 
There is no current legislative framework for the use 
of AI in organisations. While many bodies globally have 
developed frameworks and principles, a universal 
toolset has not yet emerged. Compliance or adherence 
to these principles and frameworks is voluntary. It is 
anticipated that over time a common standard will 
emerge.2

In the absence of a legislative framework it is good 
governance for organisations to consider adopting and 
implementing a framework or a set of principles for the 
ethical use of AI. 
The Australian Government Department of Industry, 
Science Energy and Resources has developed a 
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series of principles (Principles) for the use of AI in 
organisations:  
• Human, social and environmental wellbeing: 

Throughout their lifecycle, AI systems should benefit 
individuals, society and the environment. 

• Human-centred values: Throughout their lifecycle, AI 
systems should respect human rights, diversity, and 
the autonomy of individuals. 

• Fairness: Throughout their lifecycle, AI systems 
should be inclusive and accessible, and should not 
involve or result in unfair discrimination against 
individuals, communities or groups. 

• Privacy protection and security: Throughout their 
lifecycle, AI systems should respect and uphold 
privacy rights and data protection and ensure the 
security of data. 

• Reliability and safety: Throughout their lifecycle, AI 
systems should reliably operate in accordance with 
their intended purpose. 

• Transparency and explainability: There should be 
transparency and responsible disclosure to ensure 
people know when they are being significantly 
impacted by an AI system, and can find out when an 
AI system is engaging with them. 

• Contestability: When an AI system significantly 
impacts a person, community, group or environment, 
there should be a timely process to allow people to 
challenge the use or output of the AI system. 

• Accountability: Those responsible for the different 
phases of the AI system lifecycle should be 
identifiable and accountable for the outcomes of the 
AI systems, and human oversight of AI systems should 
be enabled.3

These Principles do not necessarily incorporate new 
concepts but are directed at ensuring technologies 
capable of making automated decisions are subject 
to the same principles that apply to people. In 
addition, the Principles are also designed to ensure 
that the responsibility for the design and impact of 
automated systems ultimately have a human point of 
accountability.

Risk 
As the use of AI has proliferated, there has been a 
number of high-profile incidents relating to the misuse 
or uninformed use of AI by organisations.  

There have also been unintended consequences such 
as breaches of individual privacy and lack of informed 
consent, leading to a loss of trust and significant 
reputation damage to the organisations concerned.  

It is therefore good governance for organisations 
to ensure there is, at a minimum, a thorough risk 
assessment of their use of AI, taking into account: 

• ethical considerations, such as the Principles  
• the types of data being accessed  
• the possible impact of its use 
• a clear point of accountability, and  
• a mechanism for informed consent, where AI applies 

to, or is used in the context of personal or sensitive 
information.

Potential for bias 
Concerns have been expressed about bias and 
discrimination in the development and use of AI 
technology, particularly in relation to the algorithms 
used to support business functions that may have 
significant impacts on individual’s lives. Examples 
include self-driving cars and algorithms supporting legal 
decision-making.4 

Role of directors  
The board of an organisation has an important role 
in the oversight and the exploitation of AI in the 
organisation’s business. This includes ensuring there 
is an appropriate governance framework in place 
for the ethical use of AI in the same way as they are 
responsible for oversight of the lawful and ethical 
behaviour of employees.  

Oversight and awareness are particularly relevant as the 
development of algorithms may be highly specialised, 
technical or outsourced, and the ultimate use of AI may 
have significant impacts on individuals.  

It is good governance for directors to consider both an 
approval mechanism for AI used within an organisation, 
as well as the processes employed in the development 
of applications that contain AI.  
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AI in the boardroom 
AI provides an opportunity to improve decision-making 
through insights that can be created from machine 
learning, deep learning and processing of large 
amounts of data. Boards routinely make decisions that 
can impact the strategic direction of organisations 
and consequently decisions supported by AI are 
emerging as directors search for tools to improve these 
processes. 

Taken to the extreme, this could result in an AI-director 
in the future, or a board comprised solely of AI-directors 
free of human intervention. The Corporations Act 2001 
in Australia currently requires all directors to be natural 
persons, but this is not the case today in all jurisdictions 
around the world.

Skills 
Organisations need to consider the skills and roles 
needed both at board level and inside the organisation 
to support the ethical use of AI. 

Awareness of AI technologies such as machine learning 
and robotic process automation are essential for being 
able to identify opportunities, develop new systems, 
manage project implementation and carry out an 
oversight role of the introduction of new technologies.

Notes

1. See ASX Corporate Governance Council’s Corporate 
Governance Principles and Recommendations, 4th edition, 
Principle 3.

2. Standards Australia released An Artificial Intelligence Standards 
Roadmap: Making Australia’s voice heard in March 2020.

3. www.industry.gov.au/data-and-publications/building-
australias-artificial-intelligence-capability/ai-ethics-framework/
ai-ethics-principles

4. See for example Australian Human Rights Commission 
Discussion Paper Human Rights and Technology at p 38.

http://www.governanceinstitute.com.au/home/
http://www.governanceinstitute.com.au/knowledge-resources/good-governance-guides/
http://www.governanceinstitute.com.au/knowledge-resources/governance-foundations/
https://www.standards.org.au/getmedia/ede81912-55a2-4d8e-849f-9844993c3b9d/1515-An-Artificial-Intelligence-Standards-Roadmap12-02-2020.pdf.aspx
https://www.standards.org.au/getmedia/ede81912-55a2-4d8e-849f-9844993c3b9d/1515-An-Artificial-Intelligence-Standards-Roadmap12-02-2020.pdf.aspx
www.industry.gov.au/data-and-publications/building-australias-artificial-intelligence-capability/ai-ethics-framework/ai-ethics-principles
www.industry.gov.au/data-and-publications/building-australias-artificial-intelligence-capability/ai-ethics-framework/ai-ethics-principles
www.industry.gov.au/data-and-publications/building-australias-artificial-intelligence-capability/ai-ethics-framework/ai-ethics-principles
https://tech.humanrights.gov.au/consultation

